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CHAPTER-IV 

INVESTIGATION IN CYBER CRIME 

 

In criminal matters, there are different stages of criminal proceeding. Inquiry 

and trial are the stages where the courts are concerns. Inquiry, which is much wider 

term, So for as the trial is concerns regarding crime only, but inquiry is deals with any 

act whether it is crime or not, in other words after completion of inquiry, trial begins 

of those act which are crimes. However, the inquiry and trial can takes place 

whenever investigation is completed. The Investigation, inquiry and Trial are three 

different stages of criminal proceeding. The first stage is investigation, in which when 

Police get information of any crime, subject to the order of magistrates or without 

order of magistrates, brings the criminal law in operation to find out the truth,  

investigation is starting point of criminal law, its effectiveness needed for 

implantation of any criminal law.   

There cannot be uniform process of investigation. The investigation officers 

has to apply different techniques while investigation of any crime. Investigation is 

skill and therefore it requires a special knowledge regarding the subject matter, in 

which the investigation officers is investigating. Offences whether conventional or the 

cyber crime, the same things are require that is nothing but the techniques. In case of 

offences where the offenders uses special tool, that can investigate by using the 

special techniques and expertise in that subjects. 

The Code of Criminal Procedure provides the general procedure for 

investigation of the crime. The conventional crime is investigated by using the regular 

methods. The law enforcement agencies were bound by some basic rules and 

procedural aspect. There were established procedures for investigation and 

prosecution of all types of crimes. In case of traditional crimes, various physical 

evidences are generally available on the place of crime, collection of such physical 

evidence required a lot of common sense and little technical knowledge.  

In cyber crime investigation certain special skill and scientific tools are require 

without which investigation is not possible. The Indian legal system introduced 

certain special provisions while investigating the cyber crime. The Information 

Technology Act, 2000 has bound to amend certain provision of Criminal Procedure 
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Code and the Evidence Act. Along with this, certain new regulation has enacted by 

the Indian legal system to meet with the need of cyber crime investigation. 

4.1 Investigation  

The word investigation derived from the Latin word “investigation” which 

means “to trace out or to search into” means nothing but find out the truth. The duty 

of investigation officer is not only limited to the collection of evidence on the basis of 

which, conviction may be secured but to bring out the real unvarnished truth
56

. The 

investigation in simple is nothing but to bring the truth along with the evidences. It is 

first step while executing the criminal law in any matter. 

When any information regarding crime given to the police, then what stages 

police takes, is call investigation. It is nothing but collecting evidences regarding the 

incidents, which takes place. According to Criminal Procedure Code clause (h) of 

section 2, Investigation includes all the proceedings under the code for collection of 

evidence conducted by police officers or by any person other than magistrate who is 

authorized by the magistrate. 

The Madras High Court has considered the term investigation in extenso. The 

Supreme Court, while construing the term investigation has observed that under the 

code, “investigation” generally of the following steps viz. 

 (1)  Proceed to the spot. 

 (2)  Ascertaining all the facts and circumstances of the case, 

 (3)  Discovery and arrest of suspected offenders, 

 (4)  Collections of evidence relating to commission of offence, which may consist 

of  

 (a)  the examination of various persons (Including the accuse) and the 

reduction of their statements in  writing, if the officer thinks fit, 

 (b)   the search of place or seizer of things considering necessary for the 

investigation and to be produced at the trial, and 
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(5)  Formation of opinion as to whether on the materials collection, there is case to 

place the accuse before the magistrate for the trial and if so, taking the 

necessary steps for the same by filling the charge-sheet under section 173.
57

  

Section 157 of the code provides the procedure for investigation. When the 

officer-in-charge of police station suspects the commission of an offence, from 

statement of First Information report or on the magistrate directs or otherwise, the 

officer or any subordinate officer is duty-bound to proceed to the spot to investigate 

facts and circumstances of the case and if necessary takes measures for the discovery 

and arrest of the offender. It primarily consists of ascertaining facts and circumstances 

of the case. It includes all the efforts of a police officer for collection of evidence:  

proceeding to the spot. Investigation includes the ascertaining of facts and 

circumstances along discovery and arrest of the suspected offender. It is collection of 

evidence relating to the commission of offence. 

 It may consist of the examination of various persons including the accused 

and taking of their statements in writing and the search of places or seizure of things 

considered necessary for the investigation and to be produced at the trial. It is 

formation of opinion as to whether on the basis of the material, collected there is a 

case to place the accused before a magistrate for trial and if so, taking the necessary 

steps for filing the charge-sheet. The investigation ends with submission of a police 

report to the magistrate under section 173 of the code this report is conclusion, which 

an investigation officer draws based on evidence collected.
58

    

While doing investigation generally the police require various things, however 

the requiring this are lacking in regular investigation as like;   

(i) Police are quite often handicapped in undertaking effective investigation for 

want of modern gadgets such as cameras, video equipment etc. Forensic 

science laboratories are scarce and even at the district level; there is no lab, 

which can render timely assistance to the investigating Police officer. Further, 

it is common knowledge that there is dearth of forensic and cyber experts in 

police departments of various States.  The result is that Police heavily lean 
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towards oral evidence, instead of concentrating on scientific and 

circumstantial evidence. 

(ii)  Sufficient care and effort is not devoted for examining and recording the 

statements of witnesses. Further, promptness in this regard is found to be 

wanting. 

(iii)  The statements/FIRs/reports recorded are not fed to the computer immediately 

either because there is no computer network or there is no personnel trained in 

the job or for want of specific instructions. 

(iv)  Sufficient care and time is not bestowed in drafting the final reports/charge- 

sheets. Defective charge-sheets without narration of all relevant facts and 

charge-sheets unaccompanied by annexure are reported to be very common 

and tend to delay the proceedings. This important document which is normally 

prepared by a ‘Writer’ at the Police Station, is not carefully scrutinized by the 

Station House Officer. The ‘Writer’ posted at heavy Police Stations is 

overworked and can hardly spare the needed time. 

(v)  The photographs of accused (not to speak of witnesses) are not affixed to the 

charge-sheets/arrest Memos etc. nor even the identification marks are noted, 

making it difficult to identify the accused in the course of trial or to trace the 

absconding accused. 

The purpose of criminal investigation is to find out the truth or otherwise of 

the allegation made in the first information report and consequently Courts have no 

jurisdiction or authority to inquire into the allegation made in the first information 

report for quashing the same. On completion of the investigation, a charge-sheet is 

submitted, competent court may take cognizance of an offence if disclosed by the 

material collected during the investigation and it is only when cognizance is taken that 

the court gets the jurisdiction to decide on the merits’ of the cases  of the respective 

parts. The investigation can be quashed on that ground alone as any case of mala fides 

made out against the investigation agency.
59

  

Apart from the investigation, the technology has increase the work of the 

Police, in present days, criminals are using the various techniques while committing 
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the crimes, therefore the Police investigation is also require certain development in its 

working, and require to develop certain technology in every aspect. Due to the 

information technology development, generally all the governmental offices working 

is turn towards the paperless working. In comparison with other departments of the 

government, Police department is still following the age-old way of official working. 

Recently some development takes place, and Indian Police system has introduce 

certain technological development to reduce the paper work in the official working. 

4.1.1.  Information Technology and Investigation machineries;  

The Indian investigation machineries still following the traditional tools for 

the investigation. Due to the traditional way of investigation, the conviction rate is 

quite low in India. The police system is still requiring much development in its 

working. Though in 1980 and subsequently certain development takes place. Police 

and the crime investigation is the subject matter of the state. Maharashtra government 

has introduced various developments in the department. It has created various new 

branches and introduced the commission head in the metro cities. Apart from this, the 

police department has tried to develop its working by using the information 

technology.  In order to make use of information technology Maharashtra police 

implemented the computerized system called CIPA at police station and CCIS as 

districts. This project introduced the information technology in the police system. 

Now the various regular working of the police station are carried by using the 

information technology of the computer.  

In order to make use of information technology Maharashtra police 

implemented the computerized system called CIPA at police station and CCIS as 

districts.  

A.  Common Integrated Police Application [CIPA]  

CIPA is aimed at building the basic infrastructure and mechanisms for the 

Crime and Criminal Information System, based on Cr P C, which is uniform across 

the country, from Police Station level onwards. CIPA being a National project is to be 

implemented in a time-bound manner from police station level onwards for 

computerization of police records and use of IT in their functioning on a uniform 

basis throughout the country. 
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The national level Central CIPA Implementation Committee comprising of 

Director, NCRB and representatives from the Ministry of Home Affairs (Police 

Modernization and Union Territories Divisions), NIC (National Institute of 

Criminology) and Forensic Science and States, has been constituted to monitor the 

implementation. State Crime Records Bureau and State Police Training Academies 

are conducting State Specific courses in this connection with the assistance of NIC. 

NCRB has introduced two advanced courses on CIPA in its training calendar for 

resource persons, who in turn will impart training and attend to trouble-shooting in the 

States. 

B.  Crime Criminal Information System [CCIS] 

In order to make use of Information Technology the Government of India has 

designed Crime Criminal Information System [CCIS] to store and retrieve crime and 

criminal records. This system has been upgraded to CCIS Multi-Lingual web-enabled 

(CCIS MLe) in the year 2005 with facility for 5 regional languages i.e. Marathi, 

Gujarati, Tamil, Kannada and Gurmukhi, besides English and Hindi. Feature of crime 

analysis through data warehousing has also been added. The application has been 

web-enabled so that the field level investigating and supervisory officers can access 

the CCIS MLe database at National and State Levels through internet; anywhere - 

anytime. 
60

 

Apart from this the other projects are introduced in Maharashtra with intent to 

enhance the use of information technology in the working of police and investigation 

process. As like POLNET and the FPB (Finger Print Bureau) are another project 

which increased the use of information technology. This is the technological 

development in the investigation machinery, Maharashtra is a example so for as this 

development introduced in the Police system, considering this, some other state of 

India has also introduced it in the working of the Police. To investigate the crime is 

power of police, or the executive powers are concentrated to the police, now 

important aspect is to see, how the police can use their power and investigate the 

crime. Initially the technology was not so developed. The investigation is a process, 

where in the investigator has to apply his mind to find out the truth. The investigator 
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cannot rely on any specific way, he has to apply the different techniques not always 

scientific, but as per the situation apply his mind and bring out the truth in a process. 

Along with the development, the legal system tries to provide certain technical 

assistant to the investigation machinery by introducing certain special technical 

branches as like finger print expert etc. Such kind of technology are require in the 

present days. But yet the investigation machinery is quite less expert in comparison 

with the techniques which are going to be used by the criminals, therefore the impact 

of this can be seen in investigation of technical offences as like the cyber crime.      

4.2 Investigation in cyber crime 

In legal system execution of law is depend on the executive. The criminal law  

can execute when the effective investigative machineries are available. In India, the 

legal system provide the machineries for investigation, along with the development, 

various new wings for investigation are established in India.  However, cyber crime 

investigation is in need to find, to be developing, to tackle it effectively. The legal and 

judicial systems of India also need to adopt as per the contemporary information 

technology oriented society. However, a majority of cyber crimes in India has not 

reported due to ignorance. Even if some cyber crimes had reported, but they are not 

properly investigated and very few such cyber crime cases reach to the court for trial. 

In the absence of scientific evidence and knowledge and proper cyber crime 

investigation, there are very few cyber crimes convictions in India. In fact, the 

Supreme Court of India is hearing many Public Interest Litigations (PILs) in this 

regard.
61

Today, with the advancement of technology, crimes have become more 

complex and criminals more sophisticated, as their modus operandi is incomparable to 

the traditional investigation methods. Information technology provides an opportunity 

to the criminals to commit traditional crimes like cheating, fraud, theft, credit card 

frauds, embezzlement of bank deposits, industrial and political espionage, cyber 

terrorism etc. and at the same time it helps in committing nontraditional and 

information technology related crimes like attacks against the security of critical 

infrastructures like tele communication, banking and emergency services. Such 

crimes may be committed through computer networks across the national borders, 
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affecting not only individuals, but they may instead result in compromising the 

security and the economy of the nation.  

The unique feature of cyber crime has rendered the traditional procedural laws 

as archaic and unsuccessful in resulting into conviction. The problems are not 

associated with procedure of the trial but also to extent of investigation and collection 

of evidence. The traditional rules and procedures of investigation and evidence 

collection are often of no use in the investigation of cyber crime. The criminal offence 

is committed in one country and extent to the other country and even to several 

another countries. The speed and accuracy is also very fast and perfect. The 

characteristics of cyber crime have raised a several issue and implication in the pre-

trial investigation of cyber crime. 01The task of investigation agency is much 

challenging which include prevention of crime, collection of evidence, production of 

evidence before the court , arrest of accuse, security of system etc.
62

   

Computer crime requires adequate expertise for investigation by expert 

investigating officers. So, the collection of evidence and the investigation should be 

made by an investigation team to carry out computer crime investigation with 

personal skill and experience    

In India, cyber crime investigation is done by the superior offices of the 

police. The Information Technology Act 2000 set up a special procedure for 

investigation and further proceeding in cyber crime contended in the IT Act, 2000, 

which makes cyber crime investigation slow. Under section 78 of the Act, an 

Inspector shall investigate the cyber crime. Before the Amendment of 2008 in IT Act, 

the power of investigation was confer on the Deputy Superintendent of Police; the 

object behind this amendment is to bring the cyber crime for investigation in 

mainstream as like a conventional crime. This Amendment gives power to the 

inspector to register and investigate the cyber crime as like another crime. These 

amendments drastically change the gamut of cybercrime investigation. There are 

various problems and various minute processes requires for the investigation of cyber 

crime .No single proceeding can be laid down in the investigation of the cyber crime.  
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4.3 Investigation of cyber crime and challenges  

4.3.1 Jurisdiction and problem  

The legal system is base on the notion of jurisdiction. Jurisdiction is important 

notion while execution of any law in any country. The legal notion of jurisdiction 

helps to define and determine the power of state to regulate people, property and 

circumstances. This jurisdictional power confers the legal power to the state to make 

the laws means legislative power, implement the laws means the execution and 

adjudication means judicial powers. These all things can perform by the state when it 

has jurisdiction on the thing or act. Jurisdiction is of two kinds that are territorial and 

personal.  

In case of traditional law and its enforcement, the notion of jurisdiction is not 

much complex, it is easy to the state to execute the law because it can execute by way 

of territorial jurisdiction or either personal jurisdiction. Jurisdiction is important 

aspect because without having legal jurisdiction the investigation agency cannot 

exercise the power to investigate the matter. While doing investigation, investigation 

agency has to perform various things as like search and seizer, arrest and various 

other things. Therefore, the aspect of jurisdiction is most important in every 

investigation.  

Since national boundaries effectively disappear when considering many 

computer crimes, jurisdiction is another complicated matter. While a complete 

examination of jurisdictional issues is beyond the scope of this work, it merits 

comment that countries differ in civil and criminal offences standards, substantive and 

procedural law, data collection and preservation practices, and other evidentiary and 

juridical factors. Moreover, it is often ambiguous as to whose responsibility it is to 

address a particular crime or spearhead an investigation, or how best to collaborate 

through extradition and mutual assistance policies. This plays out not only on an 

international level, but also within nations where multiple law enforcement 

departments are implicated. 

However, the explosion of internet has created significant challenges for the 

traditional notion of territoriality and other established jurisdictional principles. The 

nature of cyber crime is different than the conventional crime. Basically the mode of 

committing the cyber crime is different, for cyber crime physical presence of the 
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accused is not required at the place of crime. Due to this nature the traditional notion 

of jurisdiction is required to be changed. The traditional notion of jurisdiction is based 

on territorial theory and physical presence theory. The territorial theory protect the 

territorial integrity of the state, it empowers to investigate and inquire any crime 

within the territory of the said state. In physical presence theory, a presence of the 

person or property in a state is a basic ground upon which a legal authority exercises 

its jurisdiction over a accused.  But cyber crime is quite different therefore both these 

theories can be useless in certain situations. 

4.3.2 Impact of the internet upon the territorial notions of jurisdiction: 

Introduction of new technology and in particular the internet has brought 

about important change to the way people interact and conduct in the society. In the 

famous Burger Kings case, a U S Court observed that : 

It is an inescapable fact of modern commercial life that a substantial amount 

of commercial business is transacted solely by mail and wire communication across 

State lines, thus obviating the need for physical presence within a state in which a 

business is conducted
63

.   

The emergence of the internet based activates has challenged above mentioned 

foundation of traditional jurisdiction. Internet communications cut across state 

boundaries creating a new realm of human activates and weakening the legitimacy of 

applying laws based on territorial borders. Some territorially-based law makers and   

law enforcements authorities find this new environment threatening. A state is 

territorial in nature while the internet has no strict relation to territorial boundaries. 

For example, a website can generally be viewed by any one (with access to a 

computer and modem), at any time, in any part of the globe. This tents to make the 

location of the site less relevant but broadens the geographic reach of a business. 

Cyber space radically undermines the relationship between legally significant 

(but on line) Phenomena and physical location. The rise of the global computer 

network is eroding the link between geographical location and the following: 

1. The power of local governments to assert control over online behavior; 

2. The effects of online behaviors on persons or property ; 
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3. The legitimacy of the efforts of a state to enforce rules applicable to global 

phenomena; and  

4. The ability of physical location to give notice of which sets of rules apply , 

A state is territorial in nature while the internet has little or no relation to 

territorial boundaries. Investigation of any crime is start when the agency having 

jurisdiction. None of the traditional theories underpinning the notion of jurisdiction,  

The traditional theories of jurisdiction are inapplicable to the internet because: 

• Material posted on the internet have a world-wide audience; 

• It is easy to move a website from one territory to another  

• A website can be hosted in one area but directed at the users in another 

geographic location:   

• Part of the website may be hosted in one area while other part of the website 

are hosted in another location: 

• It is not always possible to determine whether a website or user is located. 

Then the issue is that whether the global nature of internet can be the subject 

matter of the traditional notion of jurisdiction
64

 Though the procedural laws has 

provided certain clauses that can be use while investigating the cyber crime. Certain 

new provisions of the laws are useful but not effect as require in the present days.    

The same issue was discussed in the High Level Consultation Meeting for 

formulation of a National Policy and Action Plan for Enforcement of Cyber law, at 

New Delhi on 31, Jan 2010. Where in Mrs.Karnika Seth has contended that major 

challenge in enforcement of cyber laws is posed by the fact that there are no territorial 

boundaries in the Cyberspace and there are heterogeneous laws across the globe. A 

very radical and direct way to solve the question would be giving an entity supra-

national powers on cybercrime matters, thereby abolishing borders and creating a 

single, global, cyber-jurisdiction. However, this seems to be highly unrealistic and a 

virtual myth
65

. 
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Thus the starting point that jurisdiction is the main problem while 

investigating the cyber crime, and the same issue was a big hurdle in a famous case 

known  “Love Bug”. Therefore, the legal system has to think regarding the problem of 

jurisdiction, without which investigation of cyber crime cannot done effectively. 

Considering the problem of jurisdiction the Criminal procedure code and IPC  

is amended at time of enactment of the Information Technology Act 2000, which  has 

provided regarding the jurisdiction. Chapter XIII contents section 178-186 and the 

section188 which are meant to enlarge the ambit of the “local Jurisdiction” in which 

the inquiry or trial of the offences might take place.
66

 Apart from dealing with the 

offences committed within India, the Cr .P. C. also supplements Section 4 IPC which 

contains the extension of the IPC to extraterritorial offences. 

The amended Section gives jurisdiction to the Indian Court if the affected 

computer recourse situated in India. The procedure to be followed is as given under 

section 188 Cr. P. C. and I T Act Section 2(I). The combined rules given under this 

section depict the legitimate right of a sovereign state on its citizens, not only on its 

lands but also beyond it, that is on any foreign land. Thus, the amendment somewhere 

try to provide the jurisdiction, but the execution of this section is still not possible 

without the co operation by the other State. Therefore, the International co-operation 

is the immediate need for resolving the problem of jurisdiction in case of the Cyber 

Crime investigation. 

4.3.3 Electronic/ Digital Evidences  

Evidence is the means by which facts relevant to the guilt or innocence of an 

individual at trial are established. Electronic evidence is all such material that exists in 

electronic, or digital, form. It can be stored or transmit. It can exist in the form of 

computer files, transmissions, logs, metadata, or network data. Digital forensics is 

concerned with recovering – often volatile and easily contaminated – information that 

may have evidential value. Forensics techniques include the creation of ‘bit-for-bit’ 

copies of stored and deleted information, ‘writeblocking’ in order to ensure that the 

original information is not changed, and cryptographic file ‘hashes’, or digital 

signatures, that can demonstrate changes in information. Almost all countries reported 

some digital forensics capacity. Many responding countries, across all regions, 
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however, note insufficient numbers of forensic examiners, differences between 

capacity at federal and state level, lack of forensics tools, and backlogs due to 

overwhelming quantities of data for analysis. One-half of countries report that 

suspects make use of encryption, rendering access to this type of evidence difficult 

and time-consuming without the decryption key.
67

 

Indian evidence Act is applicable to civil and criminal cases. In cyber crime 

the evidence may be in any form including electronic or digital evidence. Digital 

evidence is any information stored or transmitted in digital form that a party to the 

case may use it in the trial. Whenever any digital evidence is going to submit in the 

court of law, before accepting it, Court will determine if the evidence is relevant, 

whether it is admissible. Court also determine, whether it is hearsay and whether a 

copy is acceptable or original is required.  

In conventional crime, the evidences generally find on the spots of incidents 

but in case of electronic evidence, it can be find in digital photographs, e-mails, ATM 

transactions. Due to the enhancement in technology, various software’s developed, in 

every field. Initially the accounts are going to maintain in the hard copy or account 

books; now account and calculation data can save from accounting program. Even 

now, electronic doors are invented, therefore in case of any incidents or offences the 

evidences any be available but in the digital form. Therefore, a computer forensics 

branch is comes into existence.  The goal of computer forensic is to explain the 

current state of a digital artifact. Digital artifact includes hard disk or CD-ROM and 

JPEG. Considering the need the concept of evidence has undergone change and now 

this document in electronic form is recognize as evidence.  

The Amendment in Evidence Act, 1872 bring the electronic document under 

the preview of evidence. The definition of documentary evidence has amended to 

include all documents including electronic record produced for inspection by the 

court.  Section 3 of Indian Evidence Act, 1872 defines evidence as, Evidence means 

an includes 1) All statements which the court permit or require to made before it by 

witness in relation to matter of fact under inquiry; such statements are called oral 

evidence; 2) All documents including electronic records produced for the inspection 

of the court. Such documents are called documentary evidence. The term electronic 
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record in evidence act and the term date in Information Technology Act is having 

same meaning.  

For the admissibility of the electronic record the Amendment in Indian 

Evidence Act in the year 2000, includes certain new section as Section 65A and 65B 

and these sections provides that the contents of electronic records may be proved in 

the court of Law. Thus, the Indian Evidence Act, which is applicable to conventional 

crime and the cyber crime are considering in same manner, whether it is cyber crime 

or the conventional crime. Only due to the digital nature of the evidences, the rules of 

evidences are requiring to be change. The Section 17 of the Indian Evidence Act 

which deals with admission, now it include the statement in electronic form which 

suggest an inference to fact at issue or of relevancy. This amendment is made purely 

to create the validity to the digital evidence. New Section 22A has inserted in Indian 

Evidence Act, 1872 with intent to provide the relevancy of oral evidence regarding 

the content of electronic record. It provides that oral admissions regarding the 

contents of electronic record are not relevant unless the genuineness of the electronic 

records produced is in question.  

Therefore, for the digital evidence is concern these two sections Section 65A 

and 65B are introduced in Indian evidence Act, for the relevancy of the electronic 

evidence in court proceeding. Section 65A provides that the contents of electronic 

record  may be proved in accordance with the provisions of section 65B. Section 65B 

provides that notwithstanding anything contended in the Indian Evidence Act, 1872 

any information contended in an electronic form is deemed to be a document and it 

admissible in evidence without further proof of the original’s production provided that 

the condition set out in section 65B are satisfied.
68

    

To understand the scope of the section 65 B, all the clauses of this section are 

required to seen, which provides how the evidence Act recognized the electronic 

evidence.  

Sec. 65B (1): Notwithstanding anything contained in this Act, any information 

contained in an electronic record -
69

 

� which is printed on a paper, stored, recorded or 
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� copied in optical or magnetic media 

� produced by a computer 

� shall be deemed to be also a document, if the conditions mentioned in this 

section are satisfied 

� in relation to the information and 

� computer in question and 

� shall be admissible in any proceedings, without further proof or production of 

the original, 

� as evidence of any contents of the original or of any fact stated therein of 

which direct evidence would be admissible. 

Sec. 65B (2): 

� The computer from which the record is generated was regularly used to store 

or process information in respect of activity regularly carried on by a person 

having lawful control over the period, and relates to the period over which the 

computer was regularly used; 

� Information was fed in computer in the ordinary course of the activities of the 

person having lawful control over the computer; 

� The computer was operating properly, and if not, was not such as to affect the 

electronic record or its accuracy; 

� Information reproduced is such as is fed into computer in the ordinary course 

of activity. 

Sec.65B(3): 

The following computers shall constitute as single computer- 

� by a combination of computers operating over that period; or 

� by different computers operating in succession over that period; or 

� by different combinations of computers operating in succession over that 

period; or 
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� in any other manner involving the successive operation over that period, in 

whatever order, of one or more computers and one or more combinations of 

computers, 

Sec. 65B(4):   

Regarding the person who can issue the certificate and contents of certificate, 

it provides the certificate doing any of the following things: 

� identifying the electronic record containing the statement and describing the 

manner in which it was produced; 

� giving the particulars of device 

� dealing with any of the matters to which the conditions mentioned in sub-

section (2) relate, 

and purporting to be signed by a person occupying a responsible official 

position in relation to the operation of the relevant device or the management of the 

relevant activities (whichever is appropriate) shall be evidence of any matter stated in 

the certificate;  and for the purposes of this sub-section it shall be sufficient for a 

matter to be stated to the best of the knowledge and belief of the person stating it.
70

 

Thus this amended  section of Evidence Act gives authenticity to the digital 

evidences. 

Whenever the in cyber crime is require to prove, the investigation machineries 

can prove these offences by using the evidences as like Copies of e-mail, copy of e-

mail header which should include the date in hh:mm:ss format or detail of I P Address 

owners. In certain cases if require it can use cyber café, ISP, Companies e-mail 

services log. Even it can use the recording of CCTV and video cameras. Apart from 

this it can use electronic signature or signature detail if require or server’s log or any 

other information can be use. 

In the age of information technology, generally, the medium of 

communication is e-mail, and this e-mail is mostly to commit the cyber crime. 

Therefore the e-mail if use as an evidence in trials of cyber crime. Whenever the 

cyber crime as like criminal intimidation, data theft, defamation, threat or terrorism of 
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any kind is made by using e-mail is committed, then it become a relevant piece of 

evidence. Then the evidentiary value of email is also the significant question in court 

of law.   

Section 88A of the evidence Act, 1872 as introduced therein by the 

Information Technology Act, 2000. It grants discretion to the court to presume that an 

electronic massage forward by the originator through an electronic mail server to the 

addressee correspondents with the massage as fed into his computer transmission. 

Section 88A clarified that the court shall not make any presumption as to the person 

by whom such electronic massage is sent. The law thus accepts the vulnerability of 

fabrication of electronic message. 

The another amendment in the Indian Evidence Act 1872, which deals with 

the digital evidence is section 45A of the Evidence Act, which provides,  45A. 

Opinion of Examiner of Electronic Evidence.- When in a proceeding, the court has to 

form an opinion on any matter relating to any information transmitted or stored in any 

computer resource or any other electronic or digital form, the opinion of the Examiner 

of Electronic Evidence referred to in section 79A of the Information Technology Act, 

2000(21 of 2000) is a relevant fact. 

Explanation.--For the purposes of this section, an Examiner of Electronic 

Evidence shall be an expert. The examiner of electronic evidence would be an agency 

appointed by the Central or state Government.  

Thus, the various provisions of the evidence Act are dealing with the digital 

evidence, and this concept of digital evidence comes from the invention of the 

Information technology. The information technology brings the changes in every 

aspect and the criminal justices system also hamper through the invention of the 

information technology. The changes in the activities of the criminal and their way of 

committing crime, affect the age old practice of collection of evidences and the 

evidences itself. Therefore, in investigation of the cyber crime the digital evidences 

are only available and that’s why for the effective investigation, it is necessary to 

know the concept of digital evidence and the needs the legal rules regarding 

admissibility of the digital evidences. Now a days the Indian legal system accepted 

the new rules of the evidence, in various cases we and see the digital evidences are 

admissible.  
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In Sanjaysinh Ramrao Chavan Vs. Dattatray Gulabrao Phalke
71

, the Hon’ble 

High Court of Delhi, while deciding the charges against accused in a corruption case 

observed that since audio and video CDs in question are clearly inadmissible in 

evidence, therefore trial court has erroneously relied upon them to conclude that a 

strong suspicion arises regarding petitioners criminally conspiring with co-accused to 

commit the offence in question. Thus, there is no material on the basis of which, it can 

be reasonably said that there is strong suspicion of the complicity of the petitioners in 

commission of the offence in question. 

 In Ankur Chawla Vs. CBI,
72

 the Hon’ble High Court of Calcutta while 

deciding the admissibility of email held that an email downloaded and printed from 

the email account of the person can be proved by virtue of Section 65B r/w Section 

88A of Evidence Act. The testimony of the witness to carry out such procedure to 

download and print the same is sufficient to prove the electronic communication. 

Abdul Rahaman Kunji Vs. The State of West Bengal
73

  in the recent judgment 

pronounced by Hon’ble High Court of Delhi, while dealing with the admissibility of 

intercepted telephone call in a CD and CDR which were without a certificate u/s 65B 

Evidence Act, the court observed that the secondary electronic evidence without 

certificate u/s 65B Evidence Act is inadmissible and cannot be looked into by the 

court for any purpose whatsoever.  Jagdeo Singh Vs. The State and Ors. 

In this significant judgment, Anvar P.V. Vs , P.K. Basheer And Others  the 

Supreme Court has settled the controversies arising from the various conflicting 

judgments as well as the practices being followed in the various High Courts and the 

Trial Courts as to the admissibility of the Electronic Evidences. The Court has 

interpreted the Section 22A, 45A, 59, 65A & 65B of the Evidence Act and held that 

secondary data in CD/DVD/Pen Drive are not admissible without a certificate U/s 65 

B(4) of Evidence Act. It has been elucidated that electronic evidence without 

certificate U/s 65B cannot be proved by oral evidence and also the opinion of the 

expert U/s 45A Evidence Act cannot be resorted to make such electronic evidence 

admissible.
74
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The judgment would have serious implications in all the cases where the 

prosecution relies on the electronic data and particularly in the cases of anticorruption 

where the reliance is being placed on the audio-video recordings which are being 

forwarded in the form of CD/DVD to the Court. In all such cases, where the CD/DVD 

are being forwarded without a certificate U/s 65B Evidence Act, such CD/DVD are 

not admissible in evidence and further expert opinion as to their genuineness cannot 

be looked into by the Court as evident from the Supreme Court Judgment. It further 

observed that all these safeguards are taken to ensure the source and authenticity, 

which are the two hallmarks pertaining to electronic records sought to be used as 

evidence. Electronic records being more susceptible to tampering, alteration, 

transposition, excision, etc. without such safeguards, the whole trial based on proof of 

electronic records can lead to travesty of justice. 

4.3.4  Investigation Process and Methods  

The Indian legal system though, introduces the Information technology Act, 

but as already contended that the nature of the said Act is more business law rather 

than the criminal law. Therefore while investigating the cyber crime in India; the 

conventional criminal laws are require to be followed. The Information Technology 

Act is of substantive and procedural nature. It provides the offences and the penalties 

and punishments as well as procedure regarding the investigation of the cyber crime. 

Section 78 and Section 80 deals with the power of investigation along with search and 

arrest of accuse. But the provisions of I T Act are not sufficient to meet the 

requirement, therefore the Criminal procedure Code and the Indian Penal Code is also 

amended to bring the Cyber crime within the ambit of the present laws which are 

subject to the conventional crime. The IT Act 2000 envisages special procedure for 

investigation of cyber crime
75

, but all the conventional procedural laws regarding the 

investigation of crime are also applicable to such investigation. It empowers the 

officer of the rank of Inspector to handle the investigation in the amended section 78 

which states power to investigate offence(Amended 2008).-Notwithstanding anything 

contained in the Criminal Procedure Code,1973, a police officer not below the rank of 

Inspector shall investigate any offence under this Act. 
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This provision empowers to investigate the cyber crime to the inspector which 

shows that the investigation of cyber crime will be an easy and expedited as any other 

ordinary crime. 

Power of police officer and other officers to enter, search, etc.- (Amended)-
76

 

1.Not withstanding anything contained in the Criminal Procedure Code, 1973, any 

police officer, not below the rank of an Inspector, or any other officer of the Central 

Government or a State Government authorised by the Central Government in this 

behalf may enter any public place and search and arrest without warrant any person 

found therein who is reasonably suspected  of having committed or of committing or 

of being about to commit any offence under this  Act.  

Explanation:  

1.  For the purposes of this sub-section, the expression “public place” includes 

any public conveyance, any hotel, any shop or any other place intended for use 

by, or accessible to the public. 

2. Where, any person is arrested under sub-section (1) by an officer other than a 

police officer, such officer shall, without unnecessary delay, take or send the 

person arrested before a magistrate having jurisdiction in the case or before the 

officer-in-charge of a police station. 

3.  The provisions of the Criminal Procedure Code, 1973 shall, subject to the 

provisions of this section apply, so far as may be, in relation to any entry, 

search or arrest, made under this section.  

This section has three important aspects so far as the search procedure is 

concerned. Firstly, it is made obligatory upon the occupant to afford facilities to the 

authorities; Secondly, the authorities should be armed with proper authority to 

conduct the search; Thirdly, procedures have been designed “to obtain as reliable 

evidence as possible of the search and to exclude the possibility of any concoction, or 

malpractice of any kind”. Even under traditional law a coercive search of any place is 

an encroachment upon the rights of occupant of the place.  

These are the provision regarding the search and investigation provided by the 

I. T. Act, that are quite similar to the traditional law. Even the various crimes which 

                                                           
76

 Section 80, The Information Technology (Amendment) Act 2008.  



 

 

 113  

are going to be committed by using the internet or computers are not contended in I T 

Act 2000, they are subject to investigation by the traditional law. Means the 

traditional laws are similarly applicable to the cyber crime, only certain techniques are 

require for investigation of the cyber crime. Therefore, the investigation agencies 

require following the new techniques by avoiding the traditional method.   

In this information technology age, the criminal investigation procedures 

require radical changes to handle the errant computer users effectively. Today, the 

crime investigators are facing with the problem of collection of appropriate evidence 

in computer storage media and data communication system. It requires a cohesive 

well trained and well equipped force of investigators operating and co-coordinating at 

national and international level. This change in crime scenario would also necessitate 

major changes in the related forensic procedures as well as in the outlook of judiciary. 

Present era of fast changing technologies well soon derail the criminal justice system 

and make the whole exercise futile, if appropriate steps are not taken urgently.  

4.3.5 Search and Seizer in Cyber Crime investigation 

(a) Search and Seizure of Digital Evidence 

In the conventional environment, items are stored in a tangible form that can 

be stored physically. However, information written on paper, bills, receipts, address, 

book, etc. which are susceptible to damage by physical methods such as theft, 

burglary, etc. In the information age of electronic environment, data is stored in an 

intangible form making it a virtual world where these limitations of conventional 

methods no longer apply. It also has no physical boundaries. Hence, criminals seeking 

information stored in network computers with dial-in-access can access that 

information from virtually anywhere in the world. The quantity of information that 

can be stolen or the amount of damage that can be caused by malicious programming 

code may be limited only by the speed of the network and the criminal’s equipment.
77

 

(b) Advance Planning for Search 

When the Investigating Officer is required to carry out search in a place where 

it is suspected that computer or computer networks or any other electronic memory 

devices are likely to be found, it is advisable to contact computer forensic scientists of 

a Forensic Science Laboratory to accompany the search team. In case, it is not 
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possible, information may be collected regarding the type, make, model, operating 

system, network architecture, type and location of data storage, remote access 

possibilities etc., which can be passed on to Forensic Experts as that would help 

making necessary preparation to collect and preserve evidence. It must be 

remembered that on some occasions, it may not be possible to remove the computer 

system physically and data may have to be copied at the scene of crime/place of 

search. The Investigator or expert must carry necessary media, software, and other 

specialized items as well as special packing materials which can prevent loss of data 

as data of magnetic media can be destroyed by dust, jerks and electrostatic 

environment. 

(c) Precautions at the search site 

(i) Taking control of the Location 

 It is extremely important to ensure that suspect or an accused is not allowed to 

touch any part of the computer or accessory attached to it either by physical means or 

through wireless. Since these days, systems could be connected through physical 

networks such as fibre optic, cables, telephones or on Wi-fi or Wi-max wireless 

networks or even through a mobile phone having a wireless communication port, the 

Investigator has to be extremely alert and may seek guidance from an expert, if not 

available on site, on telephone and take steps as per instructions. The Investigator 

must remember that even by pressing a key or by giving a command through a 

wireless mouse or keyboard or even by executing a command through an e-mail 

message, the entire data either could be wiped out or corrupted, making it useless for 

the Investigator. This is also applicable in the case of small devices or removable 

storage devices, which have the capacity of storing huge amount of data. Thus, it is 

extremely important that individuals present at the site of the search are separated 

from their computers and all devices are kept out of their reach. Since it is easy to 

tamper or destroy computer evidence, and it can be done from across a network, 

which could be physical, or wireless the Investigator should take all steps to secure 

data. 

 As already mentioned, the information in a network environment need not be 

stored at the same site. The data could reside at a remote location even in a different 

country. Therefore, it may be important to find out the storage location and take 
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action accordingly. In case, storage of data is suspected to be located outside the 

country, it may be necessary to alert the Interpol and take necessary follow up steps to 

issue letters regulatory under the provisions of Section 166 A of Code of Criminal  

Procedure. Before conducting the search, the Investigator will need to decide whether 

to seize data on site, or seize hardware for examination at a Computer Forensic 

Laboratory. While on-site data seizure has the advantage, that one does not have to 

transport much hardware, one may need services of a Computer Forensic Expert to 

download data for analysis and preserve data for presenting it in the Court. When in 

doubt, make use of a Computer Forensics Specialist at the scene, if possible, to 

determine whether one needs to seize data or seize hardware. In case, a specialist is 

not available, it is recommended that one seize everything. 

(ii) Networked Computers 

 Do not disconnect the computer if networks or mainframes are involved, 

pulling a computer from a network may damage the network, and cause harm to the 

company’s operations. It is generally not practical to seize a mainframe because it 

requires disconnecting all the computers that are attached to it. Hardware seizure with 

computers on a network can be very complicated, and one should definitely enlist the 

help of a Computer Forensics Specialist in these cases. 

(d) Preparation for the Search 

 The Investigator should carry the following items with him that will facilitate 

the search: ─ 

(1)  Disks or Cartridges ─ these can be used to store copies of files from 

the computer for use in his investigation. 

(2)  Labels ─ to label cables, where they plug in, disks, the various parts of 

the computer and to write/protect disks. 

(3)  Screwdrivers and other tools used to dismantle the hardware for 

seizure. 

(4)  Gloves ─ remember that often, latent prints can be taken from disks or 

other storage media or hardware. 
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(5)  Packing materials – rubber bands, tape, boxes, bubble wrap, and if he 

does not have access to anti-static wrap, paper bags should be used, 

because they have less static charge than plastic bags. 

(6)  Camera equipment – to videotape and photograph the scene. 

(7)  Chain of custody report sheets and other paper to inventories seized 

evidence. 

(e)  Steps for the Search  

When the investigator doing search, they must rely on the technical expert, 

and they must be careful not to cause damage during a search as electronically stored 

data can be easily lost. The services of the Computer Forensic Experts must be 

availed, wherever possible. The experts cannot only help during a search, but could 

also assist in interviewing the company’s technical personnel because they will know 

what questions to ask to elicit relevant information for the investigation. Once on-site, 

the Investigator must survey the equipment and take precautionary steps as described 

above. Next, he will need to document the way the system is connected together and 

take the following steps:  

 (i)  Labelling & Photographing the Set-up 

Labelling and photographing everything prior to dismantling the system is an 

important first step. Take some general photographs of the search site to document its 

pre-search condition for legal purposes, and to serve as a reference during 

investigation. This documentation on how the system was configured may prove 

essential when the system is re-connected in the Forensic Laboratory. As the IO is 

taking the pictures, he should make sure to get close-ups of the front and back of all 

equipment and the way it is connected. He should pay special attention to DIP 

switches on the back of certain equipments that must be in a certain configuration. 

These switch settings could accidentally be moved in transport creating problems for 

the examiner. 

(ii)  Label all Parts
78

 

The I.O. should label each part before he starts dismantling any of the 

equipment. He should remember to label all the connectors and plugs at both ends, 
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and on the computer so that re-assembly is easy and accurate. A good way to do this 

is to label each item its own letter. For example, a power cord may be marked ‘A’ on 

the end and a corresponding label marked ‘A’ on the computer port where this plug is 

to be inserted. 

(iii)  Power System Down 

As a rule if a computer is off, it should not be turned on. Hackers can make 

their computers erase data if a certain disk is not in the drive when the machine is 

booted up or if a certain password is not entered. Likewise, if the machine is on, one 

should check it before turning it off otherwise it may destroy data. Keep in mind that 

a computer may look powered down but actually, it may be in a “sleep” mode. 

Hackers can set their computers to erase data if not properly awakened from a “sleep” 

mode, so one may be required to pull the plug or remove the battery from a laptop in 

these cases. The I.O. may need to shut the machine down through the operating 

system rather than just “Pulling the Plug.” If, however, he does need to “pull the 

plug,” he should disconnect it from the back of the machine rather than at the wall, 

because if the machine is plugged into a back up power supply it may initiate a 

shutdown procedure that could alter files. 

(iv)  Dismantle the System  

Once the system is labeled and powered down, it can be dismantled into 

separate components for transportation. If a computer is at a business location and a 

part of a network, proper procedure  should be followed to properly disconnect the 

computer from the network. 

(v)  Seize Documentation 

Seize all manuals for the computer, its peripheral devices, and especially the 

software and operating system. The examiners at a Forensic Laboratory need to refer 

to a manual to determine the kind of hardware and its technicalities. Seizing other 

documentation at the site like notes, passwords, and journals may prove very useful. 

Sticky notes, or other pieces of paper around the computer systems that may have 

passwords or login ID’s written on them, should also be seized from the spot. 

These are the techniques to search and seizer in investigation of cyber crime. 

Applying these techniques of search and seizer while investigating the cyber crime, 
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the investigation agency can make the effective investigation, which can lead to 

increase the conviction rate in cyber crime.
79

  

4.4  Investigation and Forensics Tool 

According to Oxford Dictionary - ‘forensic’ means, of relating to, or denoting 

the application of scientific methods and techniques to the investigation of crime. This 

is one of the important techniques to find out the truth. Along with the development of 

technology, it provides important way to the investigator for investigating the matter 

by using modern technique. Use forensics tools are now important way to make the 

investigation in technical crimes. This science is now on the verge level and mostly 

used in various crimes.   

Forensics science is now an important branch and it require in presents days 

because due to the development in society, the criminals are using that techniques to 

commit the crime, this technology offered a useful way to trace a truth. This science is 

very much useful in the traditional offences also, because it invented various things, 

which can use to know the truth behind the incident, act or crime. 

4.4.1 Computer Forensics  

As like the other forensics the computer forensics is also useful for the cyber 

crime investigation. Computer forensics is the study of computer technology as it 

relates to the law. the object of the forensic process is to learn as much about the 

suspects as possible. This generally means analyzing the system by using a variety of 

forensic tools and processes, and that the examination of the suspects. The actual 

forensics process is different for each system analyzed.
80

 Computer forensics is the art 

and science of applying computer science to aid the legal process. With the rapid 

change in advance technology, it quickly became more than just an art though, and 

nowadays you can even get a cyber forensics specialization degree in the subject. 

therefore that kinds of specialists are require for this. 

Thus, it is more than the technological, systematic inspection of the computer 

system and its contents for evidence or supportive evidence of a civil wrong or a 

criminal act. Computer forensics requires specialized expertise and tools that goes 
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beyond the normal data collection and preservation techniques available to end-users 

or system support personnel. One definition is analogous to "Electronic Evidentiary 

Recovery” known also as e-discovery, requires the proper tools and knowledge to 

meet the Court's criteria, whereas Computer Forensics is simply the application of 

computer investigation and analysis techniques in the interests of determining 

potential legal evidence. 

The technology may provide the evidence in cyber crime, but the most 

important question in this investigation is the reliability of digital evidence. Collecting 

the digital evidence is the job of the technically expert person rather than the law 

expert. Considering the problem regarding the reorganization of the digital evidence, 

the recent amendment in IT Act, due to which Section 45-A  inserted in the Evidence 

Act, 1872. This section of Evidence act makes the evidence of digital expert 

admissible in the court. Handling of information and data, and keeping it in its 

original form until it reaches the court needs extra care and precautions. There is the 

danger of the evidence being manipulate at the hands of the dishonest but technically 

expert person. 

The technology gives to the criminal and dishonest scope to even benefit from 

another person’s criminal behavior leaving him untraced. The trustworthiness of 

evidence depends much on the way it is collected, For this, computer forensic is being 

recognized as a new branch of forensic science and which “is scientific collection, 

examination, analysis and presentation of information held on or retrieved from 

storage media in such a way that it can be used as potential legal evidence”
81

.   

For the use of forensics in investigation, it need to take the help of the 

computer expert rather that the legal expert. The forensics tools cannot be understood 

without understanding the basics of computer part. To understand the use of forensic 

science use in investigation, computer experts are require for better investigation. 

4.4.2 IP Address and investigation 

Whenever any cyber crime is committed by using a particular device, one of 

the important ways to trace is detecting the user by IP address. IP address means 

Internet Protocol Address. All computer or device communicate through the IP 

address that is allotted either on a static or dynamic basis this is the reason that law 
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enforcement agencies throughout the world used IP address to trace a cyber criminals. 

When any person use any device for access to internet, he gets a unique number that 

is called internet protocol address. Even the computer is having the IP address. This is 

the common mode and first way to trace out the person, who is behind the act in any 

crime committed by the internet. 

All computer or device communicate through I P address, therefore, the law 

enforcement agency or authority in the world use IP address to trace a cyber criminal. 

Because the IP address is unique.  This general process to identify the person, but this 

is not always useful to trace out the real person. The problem by this way to identify 

the real person behind the said device user is that, if any one use the proxy server, 

then it is not  possible to find out the true IP address of the real owner. 

There are two kinds of IP address, First Statics and second Dynamic. 

Generally, a static address is one that your administrator/ISPs allots and configures by 

editing your Computer’s Network Settings. It produces a single and constant 

identifiable IP Address that can be easily attributable to the Computer using the same. 

A Dynamic IP Address is assigned by the Dynamic Host Configuration 

Protocol (DHCP), a service running on the Network. DHCP typically runs on 

Network Hardware such as Routers or dedicated DHCP Servers. A Computer using 

Dynamic IP Address is allotted a new IP Address for each “New Session” during its 

“Lease Period”. 

The  basic problem why the investigator should not solely rely on the IP 

address because a single IP address further may share by different computer using a 

router , then the different user get the IP address provided by internet service provider 

(ISP),that’s are internal IP address and external IP address. Then it is very difficult to 

find out the true user of the particular IP address. 

Therefore, though the IP address is the way to find out the real user of the said 

computer or the internet device, but that cannot be sole way on which the investigator 

can rely to trace the culprit. Because the device can be used by someone and the 

innocent person can be arrested in such cases. 

Therefore the imminent lawyer Pawan Duggal suggested that while 

ascertaining the IP addresses of an e-mail all these factors must be kept in mind 

automatic scripts/software are good for ascertaining the IP addresses but the result 
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originating out of such automatic scripts/software must be corroborated with mutual 

inspection.  Thus the forensic investigation has to be made by using this forensic 

tools. The techniques are sufficient to bring the real culprit behind the bar, but the 

investigation machineries are facing various problems so it is very difficult to make 

the investigation as required in present days. 

4.4.3 General stages in Digital Forensic Investigation- 

Investigation is the process in which the investigator has to apply his mind as 

per fact and circumstances. The present procedural law provides sufficient power 

which are require to investigate any crime but while doing investigation in cyber 

crime investigator has to follow a different stages rather than following customary 

process of investigation which is generally going to be followed by the Indian police 

in any matter. 

A computer forensic investigator follows certain stages and procedures when 

working on a case. First he identifies the crime, along with the computer and other 

tools use to commit the crime. Then he gathers evidence and built a suitable chain of 

custody. The investigator must follow these procedures as thoroughly as possible. 

Once he recover data, he must image, duplicate, and replicate it, and then analyze the 

duplicated evidence. After the evidence has been analyzed, the investigator must act 

as an expert witness and present  the evidence in  court. The investigator becomes the 

tool which law enforcement uses to track and prosecute cyber criminals.
82

 

Forensic Investigator follows all of these steps and the process content no 

misinformation that could ruin his reputation or the reputation of an organization . 

1. Company personnel call the corporate lawyer for legal advice. 

2. The forensic investigator prepares a First Response of Procedures (FRP ) . 

3. The forensic investigator seizes the evidence at the crime scene and transports 

it to the forensic lab. 

4. The forensic investigator prepares bit-steam images of the files and creates a 

MD5 # of the files. 

5. The forensic investigator examines the evidence for proof of a crime and 

prepares an investigative report before concluding the investigation. 

                                                           
82

 http://www.mecs-press.org/ last access on dated 03//04/2014at 8.00 pm. 



 

 

 122  

6. The forensic investigator hands the sensitive report information to the client, 

who reviews it to see whether they want to press charges. 

By following these stages, the investigator can investigate, a technical crime 

where in the computer is either tool or target. For investigation in cyber crime, the 

investigation in the computer crime or cyber crime are more technical than the legal. 

The investigator requires the technical assistant in cyber crime investigation. Without 

the knowledge of the computer hardware and software, it is highly impossible to 

investigate the cyber crime. while doing the investigation in such matter, what states 

are require to be followed, that are different and more technical, therefore the 

investigation in cyber crime is different than the conventional crime, thought the 

object of the crimes are not so much different than the conventional crime. Therefore, 

the investigator has to follow the different way to investigate and follow the specific 

scientific process for investigation to bring the real culprit behind the bar.  

4.5 Practical Problem and suggestion  

The crime, which is not static, therefore the criminal law is required to be 

change as per the situation. The Indian system of policing and criminal investigation 

is still stuck in the old ways of information gathering and beating out a confession 

from the suspects. The police force is completely untrained on modern methods of 

criminal investigation and is not primed to gather scientific evidence to present a 

watertight case in the court. This is why the gap continues between reporting of crime, 

arresting a criminal and finally ensuring successful prosecution of the accused. 

Problems in Investigation 

Police is a State subject and the number and quality of the police force varies 

from State to State. Most of the recruits at the entry level are merely school educated 

and come from diverse backgrounds, where their upbringing has been influenced by 

their religion, caste, community or economic status and this usually comes in conflict 

when policing urban areas, where the mindset of society that they serve, is different 

from the one that they grew up in. This cultural difference is very visible when it 

comes to police dealing with women related issues or the educated section of society. 

In addition, the lack of education also hampers the police from scientifically 

investigating any crime. The training is restricted to basic beat policing and does not 

expose them to modern techniques of criminal investigation. Even the so called 
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‘dedicated’ departments that are supposed to be primed up with scientific 

investigation techniques, is usually saddled with obsolete technology and techniques. 

Furthermore, the method and content of data on crime collected and recorded 

varies from State to State. With cross border crime occurring frequently, tracing 

criminals is a challenge for any State police, in the absence of criminal data sharing 

and cooperation. The data collected and recorded by the National Crime Records 

Bureau (NCRB) is basic and data access at all levels is limited. 

Therefore, it is need of the days that the Police machinery has to develop its 

way of working. State has to provide the technical training to investigation the cyber 

crime. After the enactment of the IT Act 2000, the state has provides the different 

wings to investigate the cyber crime, but the working and man power working in that 

special wings or branches is very less as well as the technical education which is 

going to be provided to that wings are very less, considering the present days need. 

Therefore, the crimes are not going to be investigated in a required manner and which 

result in acquittals of accuse. 

The traditional crimes investigation is made in India yet in a particular rigid 

manner, in traditional crime, generally the crime are relating to the property and 

person, means against human body. The evidences in such offences are in the physical 

manner, once the evidence is collected, police can preserve that, until presentation of 

the said evidence in the court of law. These evidences once collected then they can 

preserve easily. In case of cyber crime, generally these crime are against the right to 

privacy, though it result in the fraud or loss to property but the evidences in cyber 

crime are generally not in a physical form as like in the traditional form. Then it very 

difficult to collect it, though once collected by the police then another difficulty is 

how to preserve until the submission in the court. Because the Indian police are not 

having knowledge in technology , therefore generally investigation agencies in India 

are less expert in scientific knowledge, so cyber crime is also generally investigate by 

the Indian police in the same manner so result in conviction in cyber crimes are very 

less.  

Due to the lack of knowledge in technology the Government of India, takes 

certain important steps, In India the government has taken steps in the framing of The 

National Cyber Security Policy. This policy proposes to 
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a)  Facilitate collaboration between government agencies and private cyber 

security solutions developers in order to optimize and protect critical 

government initiatives 

b)  The policy is a road map for strengthening cyber security, as it will secure a 

computing framework that will inspire consumer confidence for electronic 

transaction. 

c)  At the macro level the policy will facilitate cyber security intelligence that will 

form an integral component to anticipate attacks and quickly adopt counter 

measures. 

These steps shows that while framing cyber policy, somewhere government 

agree to take the assistant of private cyber security developers, it allows the 

investigation machineries to take help of the private cyber security intelligence to 

investigate the technical cyber crime. This kind of problem are facing by the Indian 

investigating machinery because the lack of technical knowledge and equipments. In 

India every crime is going to be investigate in one state jacket formula, even there are 

various loop holes in the investigation in conventional crime, therefore the conviction 

rate in India is very much low. The problems of investigation in conventional crime 

and cyber crime are not so much different, but the investigation machinery need the 

special skill in the investigation then and then only the proper investigation is 

possible. Therefore the government has to provide the require training in such a 

manner, then and then only the crop agencies can trace the real criminal along with 

the effective evidence to produce them in court.  

The inefficiencies in the investigation are discussed in various law 

commission report also, even in the Law commission Report No.230, Government of 

India, which deals with Expeditious Investigation and Trial of Criminal Cases Against 

Influential Public Personalities.  It discussed the important issues regarding the 

problems of investigation machineries, that is as following. 

Quality of investigation and documentation: 

(i) Police are quite often handicapped in undertaking effective investigation for 

want of modern gadgets such as cameras, video equipment etc. Forensic 

science laboratories are scarce and even at the district level, there is no lab 

which can render timely assistance to the investigating Police. Further, it is 
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common knowledge that there is dearth of forensic and cyber experts in police 

departments of various States. The result is that Police heavily lean towards 

oral evidence, instead of concentrating on scientific and circumstantial 

evidence. 

(ii)  Sufficient care and effort is not devoted for examining and recording the 

statements of witnesses. Further, promptness in this regard is found to be 

wanting. 

(iii)  The statements/FIRs/reports recorded are not fed to the computer immediately 

either because there is no computer network or there is no personnel trained in 

the job or for want of specific instructions. 

(iv)  Sufficient care and time is not bestowed in drafting the final reports/charge- 

sheets. Defective charge-sheets without narration of all relevant facts and 

charge-sheets unaccompanied by annexure are reported to be very common 

and tend to delay the proceedings. This important document which is normally 

prepared by a ‘Writer’ at the Police Station, is not carefully scrutinized by the 

Station House Officer. The ‘Writer’ posted at heavy Police Stations is 

overworked and can hardly spare the needed time. 

(v)  The photographs of accused (not to speak of witnesses) are not affixed to the 

charge-sheets/arrest Memos etc. nor even the identification marks are noted, 

making it difficult to identify the accused in the course of trial or to trace the 

absconding accused.     

These are the problems before the investigation machineries, considering this 

problem; it is not possible to the investigation agencies to investigate the technical 

crime or even cyber crime. Therefore, the basic practice of investigation has to 

change. No doubt, that Indian government enacted various laws and rules, which deal 

with the cyber crime and its control, but mere new rules and laws, cannot curb the 

problem without appropriate and scientific investigation in cyber crime.  

The amendment in IT Act in 2008 has drastically changed the nature of cyber 

law in India. It introduced various new provision which being the cyber crime in the 

preview in the general investigation process, but it is not sufficient to curb the cyber 

crime without the effective implementation and well trained investigation 

machineries.  


